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Preface.

Thisdocumentcompilesalmostall theinformationthatI haveobtainedaboutthePalm IIIx hardware.Thisstorybegun
whena friendof minegavemeaPalm IIIx with a brokentouch-screen.ThatPDA wasuselessfor anormalusebecause
its screen,but makesa goodcandidatefor reverseengineeringbecauseif somethingbrokenonewouldbelost.

Thefirst thing I did to thatPDA wasa hardwarehackwhich allowedmeto boottheDragonballprocessorusingits
internal(well documented)bootloaderROM. ThenI tried a lot of DRAM controllerconfigurationsuntil I wasableto
downloadsomecodeto theDRAM andto run it.

ThenI downloadedall theFlashcodeto my PC andI disassembledit. I waslooking for thegeneralpurposepins
configuration,andalsofor thecorrectDRAM configuration.

And finally, usingsometestprograms,I tried to testall my assumptionsaboutthePalm. I hopethat the following
pageswereerrorfree,but “err arehumanumest”...
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Chapter 1

The Palm IIIx Hardware.

1.1 The Chips.

Whena Palm IIIx is opened,two PCB’s arefound. ThemainboardincludesCPU,memory, power regulation,speaker
andbuttons.Theotherboardis bondedto a metalcaseandincludestheLCD screen,its associateelectronics,andthe
touch-screen.

Theinspectionof themainboardshows thefollowing known chips:

� MC68EZ328(Motorola): CPU

� 29LV160B-90(Fujitsu): Flashmemory

� two KM416V1204CT-L6 (SEC,Samsung):DRAM memory.

� ADS7843(Burr Brown): TouchScreencontroller& A/D converter.

� LT1304(Lineartechnology): Switchedpower regulator.

� SP385E(SIPEX):CMOSto RS232level converter.

� SP4422A(SIPEX):High voltagegeneratorfor back-light.

Therearealsootherchipswith lessclearfunctions.Thesechipsseemsto beof smallscaleintegration,andarelocated
bothin themainboardandin theLCD board.

A remarkablepassive componentis an 0.1 Faradelectrolyticcapacitor. This capacitorcanhold enoughcharge to
maintaintheDRAM dataandrefreshduringthebatterychange.3Comguaranteesthatthedatawill bepreservedfor one
minutewithout batteries.

1.2 CPU.

ThePalm IIIx CPUis theMotorolaDragonball-EZprocessor(MC68EZ328).This processorincludesin a singlechip a
68000CPU,a realtimeclock , a PLL clock generator, aninterruptcontroller, severalgeneralpurposeI/O ports,up to 8
programmableChip Selectsignals,a DRAM controller, a UART, a SPIcontroller, a timer, a PWM audiooutput,anda
LCD controller.

UnfortunatelytheDragonball-EZprocessorlacksanMMU, so,it’s impossibleto implementa goodprotectedoper-
atingsystemlike Linux/BSD on it. You canexpectasmuchhangsasin anMS-Windowscomputerbecausethesystem
integrity relieson thegoodbehavior of theapplications.This alsoopensthedoor(or maybetheWindows) to thevirus
developers.

On theotherhand,the68000CPU is a CISCcoredesigned24 yearsago. Although this CPUhada clever design
for 1978,its performanceis quitelow. A typical instructiontakesa minimum4 clock cyclesfor executionandcomplex
instructions,likemultiplication,areveryslow. Sodon’t expectMP3decompressionwith this chip.
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1.3 DRAM Memory.

ThemainPalm IIIx memoryis of theDynamicRAM type.This PDA modelcomeswith 4 Mb of DRAM implemented
with two SECKM416V1204CT-L6 chips.Eachchipcontains2Mb of memoryorganizedas1024rowsx 1024columns
x 16bits. ThesememoriesareEDOtypeandthe“L6” suffix suggesta60nsreadcyclethatallowsfor aproperoperation
without wait states.

The Dragonball-EZprocessorincludesa highly configurableDRAM controller that allows a direct connectionof
the DRAM chips to the processor. But “highly configurable”alsomeansthat it is difficult to configureright all the
things. TheDRAM controlleris selectedwhena memoryaccessmatchestheChip SelectD (CSD)baseaddress.This
addressis programmedto 0 by the Palm OS start-up. The DRAM controlleralsoincludestwo registersthat mustbe
correctlyprogrammedbeforetheDRAM use.Thefirst is theDRAM ControlRegister, that is programmedto 0x8607.
Thismeans:

� DRAM ControllerEnabled.

� CASbeforeRASRefresh.

� FastPagemode,2 clocks/ transfer.

� Main RefreshClock: 32 KHz.

� EDOaccessfor LCD DMA.

� PageSize:1024.

� 0 Wait States.

� FastAddressMultiplexing.

� NormalRASprecharge.

� Low PowerRefreshmode.

� RefreshduringRESET.

� DWE enabled.

Theotherregisteris the DRAM MemoryConfigurationRegister, andit controlshow the row andcolumnaddressare
multiplexed,andalsotherefreshrate.Therefreshrateis setto 32KHz andtheaddressmultiplexing is setto:

A11 A12 A13 A15 A20

A1 A2 A3 A6 A10 A11 A12 A13A5A4 A7 A8 A9

A14 A16 A17 A18 A19 A21 A22 A23

col2col1col0 col3 col4 col5 col6 col7 col8 col9

row0 row1 row2 row3 row4 row5 row6 row9row7 row8

DRAM ADDRESS MAPPING.

DRAM Memory Configuration Register (DRAMMC) = 0x8F01

Notethat,while theDragonballcanprovide up to 13 bits for therow andcolumnaddress,only 10 bits areusedin
theDRAM chips. Also, the low addressbits areassignedto thecolumnsin orderto allow pagereads.Pagereadsare
only usedby theLCD DMA.
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1.4 FLASH Memory.

The ROM memoryof the Palm IIIx is of the FlashType. That meansthat the PDA firmwarecanbe easilyupdated
“in-circuit”. ThePalm IIIx Flashcontainsthestart-upcodeandthePalmOS.

ThePalm IIIx includesonly oneFujitsu29LV160B-90Flashchip. This chip contains2Mb of memoryorganizedas
1M x 16 bits. TheFlashis dividedin 35 sectorsthatcanbeindividually erased.Thefirst 4 sectorsare16Kb,8Kb, 8Kb
and32Kb wide respectively, while the restof thesectorsare64Kb wide. The “-90” suffix suggesta 90 nsreadcycle,
andthereforetheFlashcanbereadwithoutwait states.

TheFlashmemoryis selectedvia theCSA chip-selectoutputandit is, therefore,thedefault bootmemory. During
start-upthis memoryis alwaysselected,but after the start-upthe CSA chip selectlogic is programmed,andthenthe
Flashmemoryit is locatedonly at address0x10c00000.

1.4.1 FLASH Protection.

TheDragonballprocessorstartsits executionfrom theFlashmemory. Moreprecisely, thefirst 8 bytesof theFlashmust
containtheinitial valuesfor thesupervisorSPandPCregisters.If thefirst sectoris erased,theCPUis unableto boot.

In orderto prevent the erasureof the crucial memoryareas,eachFlashsectorcanbe individually protected“off-
circuit”. The sectorswhich have beenprotectedcannotbe erasedwithout the issueof an “unprotectcommand”.This
commandneedstheapplicationof a high voltage(12 V) not availableinsidethePDA. This mechanismguaranteesthat
theminimumfirmwareneededfor anOSupdateis alwaysavailablein theFlash.

Unfortunately, the Palm IIIx designersdid not usedthis protectionfor the first Flashsector. This meansthat any
applicationcanerasethis sector(accidentallyor not) andthenthePDA will beunableto boot. If this situationhappens
nothingcanbedonein orderto recover theOScodewithout hardwarehacks,andmostPDA userswill throw his Palm
away thinking it hasahardwarefailure.Cleverenough???

But don’t think thatPalm designersdid not known theprotectionmechanisms.Thethird Flashsectoris protected.
Thissectoronly containsanASCII stringwith thePDA serialnumber. For cry !!!

And alsotheDragonball-EZinternalbootloadercannotbeenabledbecausethePG5/EMUBRKpin is usedfor other
purposes(seesection1.6).

In summary:ThePalm IIIx is acomputerthatcanbebrokenby its software.A verybaddesign.

1.5 Dragonball’s Peripherals.

TheDragonball-EZprocessorincludesa lot of on-chipperipherals.Almost all Dragonball’speripheralsareusedin the
Palm IIIx PDA. Thefollowing list summarizestheseperipherals:

� LCD controller: TheLCD screenhasan interfacewith four databits. TheLCD screenis 160x160pixelswide.
Thedefault RESETpolarity is usedfor all thesignals.A logic “1” in thevideomemoryis displayedas“black”
in thescreen.Whentheback-lightis turnedon, theLCD imageis inverted:a logic “1” is displayedas“burning
green”.

� UART: TheDragonball’sUART is usedfor theserialcradleconnectorandfor theIRDA transceiver. Theserialor
IRDA function is selectedvia thePD5andPG4pins(seesection1.6). Note that IRDA dataformat is not NRZ.
WhenIRDA communicationsareused,theIRDA dataformatmustbeselectedin theUART controlregister.

� SPI:TheSerialPeripheralInterfaceis a synchronousport thatcommunicatestheprocessorandthetouchscreen
A/D converter(seesection1.8).

� PWM: ThePWM outputdrivesasingletransistoraudioamplifierand,in turn,apiezoelectricspeaker. ThePWM
output is ableto play 8 bit audiostreams,but the frequency responseof the speaker is so bad,that this output
is only goodfor beeps.We mustalsoremarkthat thePWM moduationof sampledaudiosignalsleadsto severe
harmonicdistortion.This problemcanbereducedwith thepredistortionof thesamples(interpolation),which in
theotherhandrequiressomecomputingpower.
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pin Type Function

PB6 out PowerstheLCD whenhigh
PC7 out EnablestheLCD whenhigh

PD4/IRQ1 in CradleHotSyncbutton.Active low.
PD5 out EnablestheRS232level converterwhenhigh

PF1/IRQ5 in PenInterruptinput. Active low.
PF7 out EnablestheLCD backlightwhenhigh
PG4 out EnablestheIRDA transceiverwhenlow.
PG5 out ChipSelectfor thetouchpanelconverter. Active low.

Table1.1: Generalpurposepinsandits functions.

� RTC: Thereal time clock is alwayson. It runsfrom themain32.768KHzoscillator, andkeepsthedateandthe
time. It cangenerateinterruptson a periodicbasisor on alarmmatchings.

� TIMER: The timer pin cannotbe usedbecauseit is alreadyusedfor the LCD. But the timer canbe still used
internallyfor periodicinterruptgenerationandsoftwareprofiling.

1.6 General purpose pins.

TheDragonball-EZpinscanbeusedfor severalfunctions.WhenoneDragonballfeatureis not usedits associatedpins
canbethenreleasedfor generalpurposeuse.In thePalm IIIx PDA thesepinsareusedfor buttonsandalsofor external
subsystemenablesignalsandinputs. Thesesignalswereharderto find, andthereforethe list depictedin table1.1 can
beincomplete.

Themostremarkablepinsare:

� PB6, that is also the timer input / output. The Palm IIIx usesthis pin to power the LCD display on andoff,
precludingany timer relateduse.

� PC7. This pin can be usedas LACD (LCD alternatecrystaldirection). In this casethis output is toggledto
alternatethecrystalpolarizationon thepanel.But, in thePalmIIIx, thispin is usedasageneralpurposepin. This
meansthatLCD electronicsalreadyincludestheLCD phasealternationfunction.

� PG5. This pin canbe usedasEMUBRK (hardwareemulatorbreakpoint),but it is rarelyusedfor this purpose.
However, Thispin hasanothergreatfunction: If thispin is hold low duringRESET, theDragonball-EZCPUboots
from aninternalROM. This ROM containsa bootloaderprogramthatconfigurestheserialport for 9600baud,8
bit, transmissionsandreadshexadecimalrecordsfrom theserialport,allowing for OSupdates,hardwaretestsand
otherusefulthings. Look into theMC68EZ328usersmanualfor thedescriptionof thehexadecimalB-Records.
Unfortunately, this pin is usedto selecttheA/D touchscreenconverter, preventingits bootloaderuse,but it can
still beusedif ahardwarehackis done(asI did: Youonly needto solderabuttonswitchbetweenPG5andGND.
If thisswitchis pressedduringRESETtheCPUentersits internalbootloadercode).

1.7 Buttons.

Thesevenbuttonsof thePalm IIIx aredistributedovera 3x4 arraythatallowsspaceup to 12 buttons.Figure1.1shows
how the rows andcolumnsareconnectedto the Dragonball-EZprocessor. The four port D pins areprogrammedas
inputs,with theirpull-upsactive. In orderto detecta buttonpressits row mustbeselectedby makingthecorresponding
PF pin low. The PD inputscantrigger an interrupt in the Dragonball,andthis techniqueis surelyusedto awake the
CPUwhentheON buttonis pressed.UnderthesecircumstancesthePF6pin is heldlow andtheinterruptcorresponding
to thePD0pin is enabled.WhentheON buttonis pressedthegeneratedinterruptawake theDragonballPLL oscillator
providing new clock cyclesto theCPU.

Figure1.2showswheretheabovementionedbuttonsarelocatedin thePDA.
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Figure1.1: Array structureof thePalm IIIx buttons.

NOTESPHONECLOCK TO DOON

PF4-PD0 PF4-PD1

PF5-PD1

PF5-PD0

PF4-PD2 PF4-PD3

PF6-PD0

Figure1.2: Buttonlocationin thePalm IIIx PDA.

1.8 Touch-screen

The readingof the pen position in a resistive touch screenrequiresA/D conversion. The Dragonball-EZprocessor
lacksA/D convertersbut it includesa SerialPeripheralport (only Masterfunction)thatallows a gluelessconnectionto
an externalserialA/D converter. In this casethe converteris an ADS7843,a touchscreencontrollermadeby Texas
Instruments(formerly Burr Brown). Figure 1.3 shows how the ADS7843is connectedto the Dragonballprocessor.
Togetherwith the touchscreenfunction, the converteralsoprovidestwo generalpurposeanaloginputsIN3 andIN4.
TheIN3 input is connectedto thePalmbatteries,andcanthereforemeasureits voltage.Theinput IN4 is unusedandit’s
just tied to groundto avoid noisecoupling.TheBUSY outputof theADS7843seemsto benot connected.

Thefollowing codeillustrateshow to readoneof thefour availablechannelsof theADS7843.This functiontakes
asargumentthe controlword that is sentto the touch-screencontrollerin the first dataexchange(ReadtheADS7843
datasheetfor a descriptionof controlwords).

unsigned int ads7843(unsigned int control)
{

unsigned int ad;

/* Enable SPIM, len=9 bits in order to rip-off the BUSY bit */
/* Phase=0, Polarity=0, data rate=16.5MHz/128=129.536KHz */

*((volatile unsigned short *)0xfffff802)=0xa208;
*((volatile unsigned char *)0xfffff431)&=~0x20; /* CS=PG5=0 */

/* wait until CS reaches a proper low level.
Remember the 10K series resistor */

delay(50);
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Figure1.3: Circuit schematicof theTouch-Screencontrollersection.

*((volatile unsigned short *)0xfffff800)=control<<1; /*Control word */
*((volatile unsigned char *)0xfffff802)|=1; /* Trigger xchg. */
while(!(*((volatile unsigned char *)0xfffff803)&0x80));
*((volatile unsigned char *)0xfffff803)&=0x7f; /* Clear IRQ */
ad=*((volatile unsigned short *)0xfffff800);

/* Now len=16 bits for AD data receiving */
*((volatile unsigned short *)0xfffff802)=0xa20f;

*((volatile unsigned short *)0xfffff800)=0;
*((volatile unsigned char *)0xfffff802)|=1; /* Trigger xchg. */
while(!(*((volatile unsigned char *)0xfffff803)&0x80));
*((volatile unsigned char *)0xfffff803)&=0x7f; /* Clear IRQ */
ad=*((volatile unsigned short *)0xfffff800);

*((volatile unsigned char *)0xfffff431)|=0x20; /* CS=PG5=1 */
delay(50);
*((volatile unsigned char *)0xfffff802)&=0xfd; /* disable SPIM */

return ad>>4; /* Only 12 bits are valid */
}

1.9 Cradle connector.

Figure1.4showsthecradleconnectorandtheHotSyncbuttoncircuit. Thepin descriptionwasobtainedvia Google,and
is goodfor theold non-EZPalms.I wasunableto find whataretheDragonballpinsusedfor theGPIandGPOpins.GPI
(pin 3) is probablynot connectedwhile GPO(pin 10) seemsto beconectedto a high, constant,RS232voltage(+6V)
comingfrom theSP385Epin 3 (V+) througha330

�
resistor.

NotethatthecradleHotSyncbuttonis activehigh. Thisbuttonjustconnectspin 9 (3.3V) andpin 3 (HotSync)when
pressed.TheassociatedNPNtransistorwill invert this logic level while protectingthePD4Dragonballpin from external
staticdischarges.

Therestof theconnectorpinsarethetypicalRS232signals.ThesesignalsalreadyhaveRS232voltagelevelsthanks
to theSP385Echip,sonoexternalconvertersareneeded.As a result,thecradledoesnot containany activeelectronics.
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Figure1.4: Detail of theCradleconnectorandtheHotSynccircuit.
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Figure1.5: (a)Serialport schematic.(b) Configurationfor CradleandIRDA interfacesanddataformats.

Only theRXD, TXD andGND signalsareneededto establisha serialconnectionwith a PC,but CTSandRTS can
helpin theserialstreamcontrol. If CTSandRTS arenotused,a softwareflow controlis needed(usuallyXON/XOFF).

1.10 Infrared Port (IRDA)

The Palm iiix PDA comeswith an infraredport that is IRDA SIR compliant. Dataratesup to 115200baudaresup-
ported.Thephysicalinterfacerequiresanasynchronousserialport with IRDA capabilities,asthedataformatfor IRDA
transmissionsis RZ insteadof NRZ (seefigure1.5b).

The 68EZ328includesoneasynchronousserialport that canbe configuredfor both RS323andIRDA communi-
cations. This port is sharedby cradleandIRDA interfaces,asshown in figure 1.5a. Figure1.5bshows a tablewith
thecorrectconfigurationfor CradleandIRDA communicationsandalsothe timing of the two dataformats.ThePD5
andPG4pins aregeneralpurposepins andcanbe programmedto 0 or 1 in their respective port register. IRDA_EN,
RX_POL andTX_POL arecontrol bits of the UART miscellaneousregister(UMISC). The two later bits allows the
inversionof the RXD andTXD datarespectively. Note that, in the Palm iiix, the datapolarity mustbe low for IRDA
while high for RS232communications.

IRDA communicationsarepacket oriented. The dataencapsulationanderror checkingmustbe doneby program
becausethe UART lacksall thesefunctionalities. Simpletestswith dumbasynchronousdatashows someinteresting
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things:

1. Thefirst transmissionbits,andmaybebytes,arecorrupted.This might bedueto automaticgaincontrol in IRDA
receivers.To avoid thisproblemtheactualdatapacketmustbeprecededby apreambleof dummydata.0xFFis a
goodcharacterfor preamblebecauseit only hasapulsepercharacter, allowing for agoodUART synchronization.

2. Receptionerrorsareusual.Eachpacketmustincludea reliableerrordetectionmechanism.Parity checkingis not
enough.Erroneouspacketsmustbedetectedandresent.

3. Transmitteddatais alsolistenedby the IRDA receiver in the transmitter. Thus, in order to avoid interference,
IRDA communicationsmustbehalf-duplex.
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