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Preface.

Thisdocumentompilesalmostall theinformationthatl have obtainedaboutthe Palm IlIx hardware. This story begun
whenafriend of minegave meaPalm llIx with abrokentouch-screenThatPDA wasuselesdor a normalusebecause
its screenput makesa goodcandidatdor reverseengineeringpecauséf somethingoroke nonewould belost.

Thefirst thing | did to thatPDA wasa hardwarehackwhich allowed meto bootthe Dragonballprocessousingits
internal (well documentedpootloaderROM. Thenl tried a lot of DRAM controllerconfigurationauntil | wasableto
downloadsomecodeto the DRAM andto runit.

Thenl downloadedall the Flashcodeto my PC andl disassembled. | waslooking for the generalpurposepins
configurationandalsofor thecorrectbRAM configuration.

And finally, usingsometestprograms| tried to testall my assumptiongboutthe Palm. | hopethatthe following
pageswereerrorfree,but “err are humanunest”...



Chapter 1

ThePalm Il x Hardware.

1.1 TheChips.

WhenaPalm llIx is openediwo PCB's arefound. The mainboardincludesCPU, memory power regulation,spealer
andbuttons. The otherboardis bondedto a metalcaseandincludesthe LCD screenjts associatelectronicsandthe
touch-screen.

Theinspectionof the mainboardshavs the following known chips:

e MC68EZ328(Motorola): CPU

29LV160B-90(Fujitsu): Flashmemory

two KM416V1204CFL6 (SEC,Samsung)DRAM memory

ADS7843(Burr Brown): TouchScreercontroller& A/D corvertet

LT1304(Lineartechnology). Switchedpowerregulator

SP385HSIPEX): CMOSto RS232level corverter
o SP4422A(SIPEX):High voltagegeneratofor back-light.

Therearealsootherchipswith lessclearfunctions. Thesechipsseemgo be of smallscaleintegration,andarelocated
bothin themainboardandin the LCD board.

A remarkablepassie componenis an 0.1 Faradelectrolyticcapacitor This capacitorcanhold enoughchageto
maintainthe DRAM dataandrefreshduringthe batterychange 3Comguaranteethatthedatawill be preseredfor one
minutewithout batteries.

1.2 CPU.

ThePalmllix CPUis theMotorolaDragonball-EZprocessofMC68EZ328).This processomcludesin asinglechipa
68000CPU,arealtimeclock, aPLL clock generataraninterruptcontroller, severalgeneralpurposd/O ports,upto 8
programmableChip Selectsignals,a DRAM controlle;, a UART, a SPIcontroller, atimer, a PWM audiooutput,anda
LCD controller

Unfortunatelythe Dragonball-EZprocessotacksanMMU, so,it’s impossibleto implementa goodprotectedper
atingsystemlike Linux/BSD onit. You canexpectasmuchhangsasin anMS-Windows computerbecauséhe system
integrity reliesonthe goodbehaior of the applications.This alsoopensthe door (or maybe the Windows) to thevirus
developers.

On the otherhand,the 68000CPU is a CISC coredesigned?4 yearsago. Although this CPU hada clever design
for 1978, its performancas quitelow. A typicalinstructiontakesa minimum4 clock cyclesfor executionandcomplex
instructions)ike multiplication,arevery slov. Sodon't expectMP3 decompressiowith this chip.



1.3 DRAM Memory.

ThemainPalm IlIx memoryis of the DynamicRAM type. This PDA modelcomeswith 4 Mb of DRAM implemented
with two SECKM416V1204CTL6 chips. Eachchip contains2Mb of memoryorganizedas1024rows x 1024columns
x 16 bits. ThesememoriesareEDO typeandthe“L6” suffix suggest 60 nsreadcyclethatallowsfor aproperoperation
without wait states.

The Dragonball-EZprocessoincludesa highly configurableDRAM controllerthat allows a direct connectionof
the DRAM chipsto the processar But “highly configurable’alsomeansthatit is difficult to configureright all the
things. The DRAM controlleris selectedvhena memoryaccessnatcheghe Chip SelectD (CSD) baseaddressThis
addresss programmedo 0 by the Palm OS start-up. The DRAM controlleralsoincludestwo registersthat mustbe
correctlyprogrammedeforethe DRAM use. Thefirst is the DRAM Control Registet thatis programmedo 0x8607.
Thismeans:

e DRAM ControllerEnabled.
o CASbeforeRAS Refresh.

e FastPagemode,2 clocks/ transfer
e Main RefreshClock: 32 KHz.
e EDOaccessor LCD DMA.

e PageSize:1024.

o 0 Wait States.

o FastAddressMultiplexing.

e NormalRAS prechage.

e Low PowerRefreshmode.

o RefreshduringRESET

e DWE enabled.

The otherregisteris the DRAM Memory ConfigurationRegister, andit controlshow the row andcolumnaddressare
multiplexed,andalsotherefreshrate. Therefreshrateis setto 32KHz andthe addressnultiplexing is setto:

DRAM ADDRESS MAPPING.

col0 coll col2 col3 col4 col5 col6 col7 col8 col9

Al | A2 | A3 | A4 | A5 | A6 | A7 | A8| A9 | A10| All| A12! A13]

row0 rowl row2 row3 row4 row5 row6 row7 row8 row9

All | A12| A13 | Al4| Al15| Al16 | Al7 | Al8 | A20 | Al19 A21§ A22§ A23§

DRAM Memory Configuration Register (DRAMMC) = 0x8F01

Notethat, while the Dragonballcanprovide up to 13 bits for the row andcolumnaddresspnly 10 bits areusedin
the DRAM chips. Also, the low addresdits areassignedo the columnsin orderto allow pagereads.Pagereadsare
only usedby the LCD DMA.



1.4 FLASH Memory.

The ROM memoryof the Palm IlIx is of the FlashType. That meansthatthe PDA firmware canbe easily updated
“in-circuit”. ThePalmllix Flashcontainghe start-upcodeandthe Palm OS.

ThePalmlix includesonly oneFujitsu29LV160B-90Flashchip. This chip contains2Mb of memoryorganizedas
1M x 16 bits. TheFlashis dividedin 35 sectorghatcanbeindividually erased Thefirst 4 sectorsare16Kb, 8Kb, 8Kb
and32Kb wide respectiely, while the restof the sectorsare 64Kb wide. The“-90” suffix suggest 90 nsreadcycle,
andthereforethe Flashcanbereadwithout wait states.

The Flashmemoryis selectedvia the CSA chip-selecbutputandit is, therefore the default bootmemory During
start-upthis memoryis always selectedput after the start-upthe CSA chip selectlogic is programmedandthenthe
Flashmemoryit is locatedonly ataddres©x10c00000.

1.4.1 FLASH Protection.

TheDragonballprocessostartsits executionfrom the Flashmemory More preciselythefirst 8 bytesof the Flashmust
containtheinitial valuesfor the supervisoiSPandPCregisters.If thefirst sectoris erasedthe CPUis unableto boot.

In orderto preventthe erasureof the crucial memoryareas eachFlashsectorcanbe individually protected-off-
circuit”. The sectorswhich have beenprotectedcannotbe erasedwithout the issueof an “unprotectcommand”. This
commandheedghe applicationof a high voltage(12 V) not availableinsidethe PDA. This mechanisnguaranteethat
theminimumfirmwareneededor anOSupdateis alwaysavailablein the Flash.

Unfortunately the Palm llIx designerdid not usedthis protectionfor the first Flashsector This meansthatary
applicationcanerasethis sector(accidentallyor not) andthenthe PDA will be unableto boot. If this situationhappens
nothingcanbe donein orderto recoverthe OS codewithout hardwarehacks,andmostPDA userswill throw his Palm
away thinkingit hasa hardwarefailure. Clever enough???

But don't think that Palm designerslid not known the protectionmechanismsThe third Flashsectoris protected.
This sectoronly containsan ASCII stringwith the PDA serialnumber For cry !!!

And alsothe Dragonball-EZinternalbootloadercannotbe enabledbecauséhe PG5/EMUBRKpin is usedfor other
purposegseesectionl.6).

In summary:ThePalmllix is acomputerthatcanbebrokenby its software.A very baddesign.

1.5 Dragonball’s Peripherals.

The Dragonball-EZprocessoincludesa lot of on-chipperipherals Almost all Dragonballs peripheralsareusedin the
PalmIllx PDA. Thefollowing list summarizesheseperipherals:

e LCD controller: The LCD screerhasaninterfacewith four databits. The LCD screenis 160x160pixelswide.
The default RESETpolarity is usedfor all the signals.A logic “1” in the video memoryis displayedas“black”
in the screen.Whenthe back-lightis turnedon, the LCD imageis inverted:alogic “1” is displayedas“burning
green”.

e UART: TheDragonballsUART is usedfor theserialcradleconnectorandfor theIRDA transcever. Theserialor
IRDA functionis selectedvia the PD5and PG4 pins (seesectionl.6). NotethatIRDA dataformatis not NRZ.
WhenIRDA communicationgreused the IRDA dataformatmustbe selectedn the UART controlregister

e SPI: The SerialPeripheralnterfaceis a synchronougport thatcommunicateshe processoandthe touchscreen
A/D corverter(seesectionl.8).

e PWM: ThePWM outputdrivesa singletransistoraudioamplifierand,in turn, apiezoelectricspealer. The PWM
outputis ableto play 8 bit audio streamshut the frequeng responseof the spealer is so bad, that this output
is only goodfor beeps.We mustalsoremarkthatthe PWM moduationof sampledaudiosignalsleadsto severe
harmonicdistortion. This problemcanbe reducedwith the predistortionof the sampleginterpolation) which in
the otherhandrequiressomecomputingpower.



| pin [ Type | Function

PB6 out Powersthe LCD whenhigh

PC7 out Enableghe LCD whenhigh
PD4/IRQ1| in CradleHotSyncbutton. Active low.

PD5 out Enableghe RS232level corverterwhenhigh
PF1/IRQ5| in Peninterruptinput. Active low.

PF7 out Enableghe LCD backlightwhenhigh

PG4 out Enableghe IRDA transceierwhenlow.

PG5 out | Chip Selectfor thetouchpanelcorverter Active low.

Tablel.1: Generaburposepinsandits functions.

e RTC: Therealtime clock is alwayson. It runsfrom the main 32.768KHzoscillator andkeepsthe dateandthe
time. It cangeneraténterruptson a periodicbasisor on alarmmatchings.

e TIMER: The timer pin cannotbe usedbecauseét is alreadyusedfor the LCD. But the timer can be still used
internallyfor periodicinterruptgeneratiorandsoftwareprofiling.

1.6 General purpose pins.

The Dragonball-EZpins canbe usedfor severalfunctions.WhenoneDragonballfeatureis not usedits associategins
canbethenreleasedor generapurposeuse.In the PalmIlix PDA thesepinsareusedfor buttonsandalsofor external
subsystenenablesignalsandinputs. Thesesignalswere harderto find, andthereforethe list depictedin table1.1 can
beincomplete.

Themostremarkablegpinsare:

e PB6, thatis alsothe timer input / output. The Palm IlIx usesthis pin to power the LCD display on and off,
precludingary timer relateduse.

PC7. This pin canbe usedas LACD (LCD alternatecrystaldirection). In this casethis outputis toggledto
alternatethe crystalpolarizationon the panel.But, in thePalm l1x, this pin is usedasa generapurposepin. This
meanghatLCD electronicsalreadyincludesthe LCD phasealternationfunction.

PG5. This pin canbe usedasEMUBRK (hardware emulatorbreakpoint) but it is rarely usedfor this purpose.
However, This pin hasanothemgreatfunction: If this pinis hold low duringRESET the Dragonball-EZCPUboots
from aninternalROM. This ROM containsa bootloademprogramthat configureshe serialport for 9600baud,8
bit, transmissionandreadshexadecimarecordsrom the serialport, allowing for OSupdateshardwaretestsand
otherusefulthings. Look into the MC68EZ328usersmanualfor the descriptionof the hexadecimalB-Records.
Unfortunately this pin is usedto selectthe A/D touchscreencorverter preventingits bootloadeuse,but it can
still beusedif ahardwarehackis done(asl did: You only needto soldera buttonswitchbetweerPG5andGND.
If this switchis pressediuring RESETthe CPU entersts internalbootloadercode).

1.7 Buttons.

The sevenbuttonsof the Palm IlIx aredistributedover a 3x4 arraythatallows spaceup to 12 buttons.Figurel1.1 showvs
how the rows and columnsare connectedo the Dragonball-EZprocessar The four port D pins are programmedas
inputs,with their pull-upsactive. In orderto detecta buttonpressits row mustbe selectedy makingthe corresponding
PF pin low. The PD inputscantrigger aninterruptin the Dragonball,andthis techniqueis surelyusedto awake the
CPUwhenthe ON buttonis pressedUnderthesecircumstancethe PF6pin is heldlow andtheinterruptcorresponding
to the PDOpin is enabled Whenthe ON buttonis pressedhe generatednterruptawake the DragonballPLL oscillator
providing new clock cyclesto the CPU.
Figurel.2 shavs wherethe abore mentionedbuttonsarelocatedin the PDA.
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Interrupt capable INPUTS plus PULL-UPs

Figurel.1: Array structureof thePalmIlIx buttons.

PF5-PDO
PF6-PDO

PF4-PDO  PF4-PD1 PF4-PD2  PF4-PD3

PF5-PD1

Figurel.2: Buttonlocationin thePalmIlix PDA.

1.8 Touch-screen

The readingof the pen positionin a resistive touch screenrequiresA/D corversion. The Dragonball-EZprocessor
lacksA/D corvertersbut it includesa SerialPeripheraport (only Masterfunction) thatallows a gluelessconnectiorto
an externalserial A/D corverter In this casethe corverteris an ADS7843,a touch screencontrollermadeby Texas
Instruments(formerly Burr Brown). Figure 1.3 shavs how the ADS7843is connectedo the Dragonballprocessar
Togetherwith the touch screenfunction, the corverteralso providestwo generalpurposeanaloginputsIN3 and IN4.
ThelIN3 inputis connectedo the Palm batteriesandcanthereforemeasuréts voltage.Theinput IN4 is unusedandit’s
justtied to groundto avoid noisecoupling. The BUSY outputof the ADS7843seemdo be not connected.

The following codeillustrateshow to readoneof the four availablechannelf the ADS7843. This function takes
asargumentthe controlword thatis sentto the touch-screercontrollerin the first dataexchange(Readthe ADS7843
datasheefor a descriptionof controlwords).

unsi gned int ads7843(unsi gned int control)

{

unsi gned int ad;

/* Enable SPIM |en=9 bits in order to rip-off the BUSY bit */
/* Phase=0, Polarity=0, data rate=16.5M1z/128=129. 536KHz */

*((volatile unsigned short *)Oxfffff802)=0xa208;
*((vol atile unsigned char *)Oxfffff431)&=~0x20; /* CS=PGh=0 */

/* wait until CS reaches a proper |low |evel.
Rermenber the 10K series resistor */
del ay(50);



Touch-srcreen

MCG68EZ328 ADS7843
X+
SPMCLK (PE2) ~| DCLK
x_ | |
SPMTXD (PEO) DIN
Y-
SPMRXD (PE1) DOUT
Y+ O —
PG5 (EMUBRK) —\\\/'— /cs
-IRQ5/PF1 IPENIRQ IN3
IN4 - Batt.

Figurel.3: Circuit schematiof the Touch-Screemontrollersection.

*((vol atile unsigned short *)Oxfffff800)=control<<1; /*Control word */
*((volatile unsigned char *)O0xfffff802)]|=1; [* Trigger xchg. */
while(!(*((volatile unsigned char *)O0Oxfffff803)&0x80));

*((volatile unsigned char *)Oxfffff803)&=0x7f; /[/* Cear IRQ*/
ad=*((vol atil e unsigned short *)Oxfffff800);

/* Now | en=16 bits for AD data receiving */
*((vol atile unsigned short *)Oxfffff802)=0xa20f;

*((volatile unsigned short *)O0Oxfffff800)=0;

*((volatile unsigned char *)Oxfffff802)]|=1; [* Trigger xchg. */
while(!(*((volatile unsigned char *)Oxfffff803)&0x80));
*((volatile unsigned char *)Oxfffff803)&=0x7f; /[/* Cdear IRQ*/
ad=*((vol atil e unsigned short *)Oxfffff800);

*((vol atile unsigned char *)Oxfffff431)|=0x20; /[* CS=PG5=1 */
del ay(50);
*((volatile unsigned char *)Oxfffff802)&=0xfd; /* disable SPIM*/

return ad>>4; [* Only 12 bits are valid */

1.9 Cradleconnector.

Figurel.4showvsthecradleconnectolandthe HotSyncbuttoncircuit. The pin descriptionvasobtainedvia Google,and
is goodfor theold non-EZPalms.| wasunableto find whatarethe Dragonballpinsusedfor the GPlandGPOpins. GPI
(pin 3) is probablynot connectedvhile GPO (pin 10) seemdo be conectedo a high, constantRS232voltage(+6V)
comingfrom the SP385FKpin 3 (V+) througha 3302 resistor

Notethatthe cradleHotSyncbuttonis active high. This buttonjust connectgin 9 (3.3V) andpin 3 (HotSync)when
pressedTheassociatetNPN transistomwill invertthislogic level while protectingthe PD4Dragonbalipin from external
staticdischages.

Therestof theconnectopinsarethetypical RS232signals.Thesesignalsalreadyhave RS232voltagelevelsthanks
to the SP385Echip, sono externalcorvertersareneeded As a result,the cradledoesnot containary active electronics.



PD4/-IRQ1

GND NC ? HOT CTS TXD RTS RXD 3.3V 6V
SYNC ?

Figurel.4: Detail of the Cradleconnectoiandthe HotSynccircuit.

@) MiniSIR2 (b)
UMISC
IRDA| RX | TX
PD5 | PG4 | £\ | poL | POL
IDLE 0 1 X X X
68EZ328
CRADLE | 1 1 0 0 0
PG4
IRDA 0 0 1 1 1
PD5 |
EN stat 1 0 0 O O O 1 O stop
RXD (PE4) ]
o Rszszm
TXD (PE5) SP385E - 2
IRTS (PES6) CMOS/RS232 r'gn
cTS (PE7) Converter [~

Figurel.5: (a) Serialport schematic(b) Configurationfor CradleandIRDA interfacesanddataformats.

Only theRXD, TXD andGND signalsareneededo establisha serialconnectiorwith a PC,but CTSandRTS can
helpin theserialstreamcontrol. If CTSandRTS arenotused a softwareflow controlis needequsuallyXON/XOFF).

1.10 Infrared Port (IRDA)

The Palm iiix PDA comeswith aninfraredport thatis IRDA SIR compliant. Dataratesup to 115200baudare sup-
ported.Thephysicalinterfacerequiresanasynchronouserialport with IRDA capabilities asthe dataformatfor IRDA
transmissionss RZ insteadof NRZ (seefigure 1.5b).

The 68EZ328includesone asynchronouserial port that can be configuredfor both RS323and IRDA communi-
cations. This port is sharedby cradleand IRDA interfaces,asshowvn in figure 1.5a. Figure 1.5b shows a table with
the correctconfigurationfor CradleandIRDA communicationgndalsothetiming of the two dataformats. The PD5
and PG4 pins aregeneralpurposepins and canbe programmedo 0 or 1 in their respectie port register IRDA_EN,
RX_POL and TX_POL are control bits of the UART miscellaneousegister (UMISC). The two later bits allows the
inversionof the RXD and TXD datarespectiely. Notethat,in the Palmiiix, the datapolarity mustbelow for IRDA
while high for RS232communications.

IRDA communicationsre packet oriented. The dataencapsulatiorand error checkingmustbe doneby program
becausehe UART lacksall thesefunctionalities. Simpletestswith dumbasynchronouslatashavs someinteresting



things:

1. Thefirst transmissiorbits, andmaybebytes,arecorrupted.This might be dueto automaticgaincontrolin IRDA
recevers.To avoid this problemtheactualdatapacket mustbe precededy a preambleof dummydata.OxFFis a
goodcharactefor preamblebecausé only hasapulsepercharacterallowing for agoodUART synchronization.

2. Receptiorerrorsareusual.Eachpaclet mustincludeareliableerrordetectionrmechanismParity checkingis not
enough Erroneougpacletsmustbe detectedandresent.

3. Transmitteddatais alsolistenedby the IRDA recever in the transmitter Thus,in orderto avoid interference,
IRDA communicationsnustbe half-duplex.



